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Note:    a)  No additional answer sheets will be provided.

          

b)  All sub-parts of a question must be answered at one place only, otherwise it will not be valued.

          

c)  Missing data can be assumed suitably.

ANSWER ANY 5 OUT OF 8 QUESTIONS. EACH QUESTION CARRIES 15 MARKS.

Bloom's Cognitive Levels of Learning (BCLL)

	Remember
	L1
	Apply
	L3
	Evaluate
	L5

	Understand
	L2
	Analyze
	L4
	Create
	L6


	
	 
	
	BCLL
	CO(s)
	Marks

	1.
	a)
	Compare  attack and vulnerability. List and explain any seven attacks.
	L5
	CO1
	[8M]

	
	b)
	Explain the model for Internetwork security.
	L2
	CO1
	[7M]

	
	
	
	
	
	

	2.
	a)
	Explain the AES algorithm.
	L2
	CO2
	[8M]

	
	b)
	Write a various approaches of message Authentication.
	L1
	CO2
	[7M]

	
	
	
	
	
	

	3.
	a)
	Analyze  RSA system, the public key of a given user is e=31, n=3599. What is the private key of this user?
	L4
	CO3
	[8M]

	
	b)
	Explain X.509 authentication service.
	L2
	CO3
	[7M]

	
	
	
	
	
	

	4.
	a)
	Draw and explain fields in Authentication Header.
	L1
	CO4
	[8M]

	
	b)
	How key management is done in case of symmetric and asymmetric cryptography?
	L2
	CO4
	[7M]

	
	
	
	
	
	

	5.
	a)
	Write the issues in web security.
	L1
	CO5
	[8M]

	
	b)
	Explain Secure Electronic Transactions.
	L6
	CO5
	[7M]

	
	
	
	
	
	

	6.
	a)
	Discuss the different types of firewall systems.
	L3
	CO6
	[8M]

	
	b)
	Explain about Intrusion Detection Systems.
	L2
	CO6
	[7M]

	
	
	
	
	
	

	7.
	a)
	Explain the Denial of service attack.
	L6
	CO1
	[5M]

	
	b)
	Discuss about SHA-1 and HMAC.
	L2
	CO2
	[5M]

	
	c)
	What are the cryptographic algorithms used in S/MIME?
	L1
	CO3
	[5M]

	
	
	
	
	
	

	8.
	a)
	Discuss password management.
	L2
	CO4
	[5M]

	
	b)
	Explain Secure Socket Layer Protocol.
	L6
	CO5
	[5M]

	
	c)
	Explain the need and types of firewall.
	L2
	CO6
	[5M]
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